
DATA PROTECTION POLICY  

 
Cadrene Supported Living – Data Protection and Confidentiality Policy (2025) 
1. Purpose 
Cadrene Supported Living (CSL) is committed to ensuring that personal information relating 
to employees, service users, and stakeholders is collected, stored, and processed in 
accordance with UK data protection law and GDPR principles. This policy explains how CSL 
manages personal data, the responsibilities of staff, and the rights of individuals. 

 
2. Scope 
This policy applies to: 

 All employees, volunteers, and contractors of CSL 
 All personal information collected, stored, or processed by CSL, whether held on 

paper, electronically, or in any other format 
 

3. Principles of Data Protection 
All personal data must be: 

1. Processed lawfully, fairly, and transparently – Data is only processed with the 
individual’s consent or when necessary for employment, legal, or contractual 
purposes. 

2. Collected for specified purposes – Data is only used for the purpose it was 
obtained. 

3. Adequate, relevant, and limited – Only necessary data will be collected. 
4. Accurate and up-to-date – Individuals must inform CSL of changes to ensure data 

accuracy. 
5. Kept only as long as necessary – Personnel records will be retained for six years 

after employment ends; unsuccessful applicants’ data will be retained for six months. 
6. Processed in accordance with individual rights – Individuals have rights to 

access, correct, or request deletion of personal data. 
7. Secure – Personal data is protected against unauthorized access, loss, damage, or 

disclosure through technical and organisational measures, including password 
protection, encryption, secure storage, and restricted access. 

8. Not transferred internationally without safeguards – Data is not transferred 
outside the EEA unless adequate protection exists. 
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4. Employee Obligations 

 Employees must only access personal data necessary for their role. 
 Unauthorized access to personnel files or service user records is a disciplinary offence 

and may constitute gross misconduct. 
 Staff must handle personal data confidentially, verifying requests for information and 

ensuring secure transmission. 
 Queries or doubts about sharing personal data must be referred to the Service 

Manager. 
 

5. Consent to Processing 
By signing their employment contract, employees consent to CSL processing their personal 
data, including: 

 Sensitive data (e.g., health information, disability status, equal opportunities 
monitoring) 

 Data required for payroll, HR, administrative, and statutory purposes 
 

6. Rights of Individuals 
Employees and service users have the right to: 

 Access personal information held about them 
 Request correction or deletion of inaccurate data 
 Receive details of how data is processed, including purposes, recipients, and source 
 Understand any automated decision-making affecting them 

Requests should be made in writing using the Personal Data Subject Access Request 
Form. CSL may charge a fee of up to £10 for providing copies of personal data. 

 
7. Confidentiality and Disclosures 
Confidentiality extends to all personal data. Disclosure without consent is only permitted 
when: 

 Required by law (e.g., police, HMRC) 
 Necessary to protect the health, safety, or rights of individuals 
 Required for statistical, monitoring, or research purposes where individuals cannot be 

identified 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



8. Public Interest Disclosures (Whistleblowing) 
CSL encourages employees to report concerns regarding fraud, misconduct, or wrongdoing. 
Disclosures may relate to: 

 Criminal offences 
 Breach of legal obligations 
 Miscarriage of justice 
 Danger to health, safety, or the environment 
 Concealment of the above 

Procedure 
1. Raise the concern with your line manager or, if inappropriate, via CSL’s 

Whistleblowing Procedure. 
2. CSL will investigate and respond within five working days or provide a timeframe for 

resolution. 
3. If unresolved, the matter can be escalated to the Service Manager. 
4. If still unresolved, employees may report to the appropriate external authority in 

good faith. 
Employees raising legitimate concerns in good faith are protected from victimisation, 
detriment, or dismissal. 

 
9. Responsibilities 
All staff are responsible for: 

 Understanding and following this policy 
 Safeguarding personal data in their care 
 Reporting breaches or concerns promptly 

 
10. Review 
This policy will be reviewed annually or sooner if changes in legislation, best practice, or 
organisational requirements occur. 
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